Library of Congress Technology Policy glossary with definitions: 
The following terms may have multiple meanings, the ones below are as they apply to technical systems and processes used by or in Library Services and the Library of Congress.
Selected Acronyms and Abbreviations
AA
Application Administrator
[bookmark: _GoBack]LOCKSS
Lots of Copies Keep Stuff Safe
ACL
Access Control List
MADS
Metadata Authority Description Schema
AES
Advanced Encryption Standard
MARC
MAchine Readable Cataloging
APLO
Automation Planning and Liaison Office
METS
Metadata Encoding and Transmission Standard
B2B
Business-to-Business
MODS
Metadata Object Description Schema
BPM
Business Process Management
NDMSO
Network Development and MARC Standards Office
C&A
Certification and Accreditation
OAI
Open Archives Initiative
CLOCKSS
Controlled LOCKSS (Lots of Copies Keep Stuff Safe)
PEA
Public E-Authentication Function
CM
Configuration Management Procedures
PII
Personally Identifiable Information
CO
Certifying Official
PREMIS
Preservation Metadata: Implementation Strategies
COOP
Continuity of Operations Plan
RBAC
Rules Based Access Controls
DAA
Designated Approving Authority
RSS
Really Simple Syndication, Realtime Simple Syndication, or Rich Site Summary
DMZ
De-Militarized Zone
SBO
Strategic Business Objective
EAD
Encoded Archival Description
SDLC
System Development Life Cycle
EAI
Enterprise Application Integration
SHA
Secure Hashing Algorithm
FDR
Fast Dump Restore
SKOS
Simple Knowledge Organization System
FIPS
Federal Information Processing Standard
SO
System Owner
GIS
Geographic Information System
SOP
Standard Operating Procedure
ILS
Integrated library system
SSL
Secure Sockets Layer
IO
Information Owner
TCP/IP
Transmission Control Protocol/Internet Protocol
IPSO
Information Processing Service Organization
TDEA
Triple Data Encryption Algorithm
ISSO
Information Systems Security Officer
TECH
Technology Policy Directorate
ITS
Information Technology Services
TEI
Text Encoding Initiative
ITSAT
IT Security Awareness Training
TLS
Transport Level Security
ITSPM
IT Security Program Manager
URL
Uniform Resource Locator
J2EE
The Java 2 Enterprise Edition architecture
UGO
User/Group/Other
LAN
Local Area Network
UPS
Uninterruptible Power Supply
LCDN
LC Data Network
VPN
Virtual Private Network Connection
LCR
Library of Congress Regulation
WFM
Workflow Management
LCWN
LC Wireless Network
XML
Extensible Markup Language
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A
         Access -- Terms and conditions of granting permission to use data resources and collections in an archive. Access may be restricted in some instances because of copyright, confidentiality or statutory requirements. Often referred to as Archival Access. In data processing. access is the process of entering data into and retrieving data from computer memory.
         Access Format - A format used to present a preview of a digital resource during resource discovery. This is typically an image with relatively low resolution, bit depth and pixel count, used to create a “thumbnail” rendition efficiently. See also: Dissemination Format, Preservation Format, Dissemination Version.
         Accessioning -- The processes of receiving, preparing, cataloguing and storing digital resources in a form suitable for digital preservation. See also: Deposit, Ingest.
         Accreditation -- The formal declaration by the Designated Approving Authority that an automated information application, system, or facility is approved to operate in a particular security mode using a prescribed set of safeguards. It is a business decision balancing the costs of the level of safeguards and the level of need for confidentiality, availability and integrity of the information.
         Acquisition/Collection Policy -- The official statement issued by an archive identifying types of data resources it will collect or acquire and the terms and conditions under which it will do so.
         Activity -- In a Business Process, an activity performed by a person, group of people, or by software, as a part of a business process. An example of an activity performed by a human is “deliver item to holding room”. An example of an activity performed by software is “update the status of the item in MAVIS” (using a MAVIS software interface).
         Administrative Metadata -- Data that supports the storage, integrity, media migration, replication, and backup of digital objects.  The main categories of administrative metadata include: responsibility information, storage requirements, integrity assurance, media specifications, lifecycle event tracking, and usage information.
         Advanced Encryption Standard (AES) -- The Advanced Encryption Standard specifies a FIPS-approved cryptographic algorithm that can be used to protect electronic data. The AES algorithm is a symmetric block cipher that can encrypt (encipher) and decrypt (decipher) information. Encryption converts data to an unintelligible form called ciphertext; decrypting the ciphertext converts the data back into its original form, called plaintext.
         Aggregating -- Bringing digital objects together for specified management purposes.
         Application -- Any IT system that is not considered a General Support System. See General Support System.
         Application Administrator (AA) -- Application Administrators are a subset of Systems Administrators and include anyone with elevated privileges on any Library of Congress system that are not already categorized as Systems Administrators. This includes Help Desk and account management personnel as well as anyone with administrator access to a Library of Congress workstation.
         Application Server -- In the J2EE architecture, a server that supports the deployment and operation of enterprise applications according to the J2EE standard (http://java.sun.com/javaee/index.jsp). JBOSS and Pramati are both J2EE application servers.
         Archive (noun) -- An organization that intends to preserve information for access and use by a designated community. Also used as Archives, Archival Repository.
         Asset Management System -- Information technology systems that permit the administration and tracking of hardware and software, including its location, costs, and replacement cycles.
         Assurance Level 1 -- Little or no confidence in the asserted identity’s validity. See OMB M-04-04 and NIST SP 800-63 for more information and examples.
         Assurance Level 2 -- Some confidence in the asserted identity’s validity. See OMB M-04-04 and NIST SP 800-63 for more information and examples.
         Audit trail -- A means of tracking all the interactions with records within an electronic system so that any access to the system can be documented as it occurs for the purpose of preventing unauthorized actions in relation to the records. Alternative: A record showing who has accessed a computer system and what operations he or she has performed during a given period of time.
         Authentication -- Process that verifies that an individual, computer, or information object is who or what it purports to be, in order to provide access to material that is restricted (for example, by license).
         Authorization -- Giving permission to a user or client computer to access specific information and carry out approved actions. For example, authorization verifies that you are permitted to do what you are requesting to do.
         Automated Library System -- One or more automation assets which perform any organized collection, processing, transmission, and/or dissemination of data in accordance with defined procedures.
         Availability -- Timely and reliable access to and use of information.
 B
         Back-up Copy -- A copy of information maintained off-site from the original as a safeguard against disaster or computer failure. Back-ups are usually copied to storage devices that can be removed from the computer and kept separately from the original. The essential attribute of a back-up copy is that the information it contains can be restored in the event that access to the master copy is lost.
         Born Digital -- Information created in electronic format. Born digital information is distinguished from digitized. A document created using a word processor may be described as born digital.
         Boundary Protection Devices -- A combination of hardware and software that protects the LC Data Network from threat sources on other networks. Boundary protection devices include firewalls and gateways.
         Browse -- End user navigation among digital objects in a predetermined way, following links created by the system, without the ability to enter search criteria.
         Business Process -- An aggregation of the activities and information used in the process, along with the appropriate business rules. Examples of a business process are “Audio Preservation Reformatting”, which are all activities related to the digital preservation of audio items.
         Business Process Management (BPM) -- An approach to software application development providing a suite of workflow management (WFM), enterprise application integration (EAI), and business-to-business (B2B) capabilities.
         Business Requirements -- A high-level business description of why an organization is implementing a system and the objectives the organization hopes to achieve. Business requirements are recorded in a vision and scope document, which is typically called a Project Charter. A project can only move forward once the Business Requirements are documented.
 C
         Cataloging -- A process to organize and describe new items in a way that facilitates conservation, preservation, identification, and retrieval. Items are analyzed, researched, accessioned, and described. See also Descriptive Metadata.
         Certification and Accreditation (C&A) -- The Certification process identifies weaknesses in operating the application, system, or facility and evaluates the potential vulnerabilities of these weaknesses. Accreditation is the formal declaration by the Designated Approving Authority that an automated information application, system, or facility is approved to operate in a particular security mode using a prescribed set of safeguards. It is a business decision balancing the costs of the level of safeguards and the level of need for confidentiality, availability and integrity of the information.
         Certifying Official (CO) -- The Certification process identifies weaknesses in operating the application, system, or facility and evaluates the potential vulnerabilities of these weaknesses. The Certifying Official certifies that the identification of risk, testing of safeguards and identification of residual risk was thorough, complete and accurate.
         Check-sum -- A number derived algorithmically from a document or other arbitrary-sized stream of information, intended to check the transmission or recording of information.
         Client -- Desktop or laptop connected to a network, or a network host that requests data or processing services from some other computer (a server) via the network. While any given host can be both a client and a server, personal desktop and laptop systems primarily tend to be clients.
         Complex Digital Object -- A multi-part digital object making up a single digital object. Includes two or more content files (and their format variants or derivatives) and may also include the corresponding metadata. The content files are related as parts of a whole and/or are sequenced logically, such as pages. A example of a complex digital object would be a multi-page diary scanned as TIFF images, from which are generated display images (JPEGs and GIFs), and a transcription of the diary, plus metadata for each file.
         Computer Security -- The quality exhibited by a computer system that embodies its protection against internal failures, human errors, attacks, and natural catastrophes that might cause improper disclosure, modification, destruction, or denial of service.
         Confidentiality -- Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information.
         Configuration Management Procedures (CM) -- The identification, control, accounting, and auditing of all changes to system hardware, software, firmware, test programs, and test results throughout the development and operation of the system.
         Configuration (or Technological) Changes -- Any change to a system or the environment in which a system is run that creates new risk or disables the safeguards used to mitigate a known risk.
         Consumer -- Any entity (person or system) that requests and receives information. See End User and System User.
         Content Information -- The digital object that, together with associated representation information (for example, structural metadata), is the original target of content management.
         Contingency Plan -- Management policy and procedures designed to maintain or restore business operations, including computer operations, possibly at an alternate location, in the event of emergencies, system failures, or disaster.
         Continuity of Operations Plan (COOP) -- The Continuity of Operations Plan is intended to ensure reasonable continued IT support should normal operations be interrupted. Its primary objectives are to minimize interruptions to critical IT functions; provide for an orderly means of restoring normal operations as quickly and as safely as possible; and to provide for the Library’s essential IT functions being performed from an alternate site and their subsequent return to normal operations.
         Controlled LOCKSS (CLOCKSS) -- A relatively new international initiative by publishers and research libraries to build a prototype of a global dark electronic archive. A dark archive stores and preserves information for use only in extreme cases such as disaster recovery and is not intended for regular access. (Also see “Lots of Copies Keep Stuff Straight.”) Deep Web -- Also known as the “invisible Web” or “hidden Web.” Web content such as documents in databases, datasets, and password accessible materials that is not accessible by search engines. Some estimates place the amount of Deep Web content at 500 times the content accessible on the “surface Web” by search engines.
         Conversion -- Process to change information from one medium to another, including from paper to digital form, or the transformation of digital objects from one format to another.
         Copy (noun) -- A bitwise reproduction. A copy is identical to the original, bit for bit, except in some cases for the unique identifier (e.g., file name). See also: Variant, Refresh.
         Copy (verb) -- The act of creating a bitwise reproduction. See also: Refresh, Migration.
         Consumer -- See: User.
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         DAT or Definition Files -- Files containing known computer virus definitions used by virus protection programs in scanning for and disinfecting virus outbreaks within computing devices. See also Signature File.
         Data -- Facts or information stored by the Library either in automated or non-automated form and includes text, raw data such as statistics or measurements, and mission critical and management support information.
         Data Migration -- Process composed of a set of organized tasks designed to achieve the periodic transfer of digital content information from one hardware/software configuration to another, or from one generation of computer technology to a subsequent generation.
         Data Store -- A software system for the purpose of merging and storing data.
         Data Type -- (1) Set of data with predefined characteristics (e.g., integer, floating point unit number, character, string, pointer). (2) On the application software level broader categories of data types are in use: text, database, tabular data, graphics image, digital audio, digital video, GIS, CAD, etc.
         De-Militarized Zone (DMZ) -- A zone in the network that offers a measure of security between the LC restricted private Intranet and the Internet. It is commonly used for publicly available materials.
         Departmental Servers -- Servers that host one or more applications for a specific Service Unit/Enabling Infrastructure or Directorate.
         Deposit (noun) -- One or several digital resources received by an archive for preservation. Alternative: The data resource(s) placed in the custody of an archive without transfer of legal title. Also referred to as Submission and Submission Information Package (particularly in the OAIS reference model).
         Depositor -- An individual, group, or organization which offers a deposit to an archive for preservation and dissemination.
         Derivative -- A copy or a different format of a digital object.
         Description -- The process of capturing, analyzing, organizing and recording information that serves to identify, manage, locate and explain data resources and the contexts that produced them. See also: Cataloging, Metadata.
         Descriptive Metadata -- Data that provides information about the intellectual or artistic content of content information. It is typically, but not exclusively, the type of metadata contained in bibliographic records. It is generally the subset of metadata that focuses on end user finding of information.
         Designated Approving Authority (DAA) -- The Designated Approving Authority is the person who, through a business decision balancing the costs of the level of safeguards and the level of need for confidentiality, availability, and integrity of the information, accepts the residual risk for systems under his/her control.
         Designated Community -- An identified group of potential Consumers who should be able to understand a particular set of information. The Designated Community may be composed of multiple user communities.
         Digital Archive -- A component of a digital repository responsible for ensuring the long-term preservation of digital assets.
         Digital Collection -- An arbitrary number of digital objects brought together because they are related in some way. The digital objects may be part of one or more collections yet can be treated individually. A digital collection may include analog materials that have been digitized, as well as items that were born digital.
         Digital Object -- Content information, with or without its related metadata, forming a package.
         Digital Object Model -- A description of the structural relationships among components of a digital object, including its metadata.
         Digital Preservation -- The managed storage, maintenance and access activities performed by digital repository services to maintain a digital object’s identity, integrity, and understandability over time. Alternative: Ensuring the usability of a digital resource through changing technological regimes with a minimum loss of the resource’s intellectual content.
         Digital Repository -- A system of software, hardware, services, and processes that enables deposit/submission or acquisition, preservation, and system user access to digital objects (but not end user access). A digital repository is able to represent and manage digital objects and object relationships. A digital repository must interact or be integrated with a search interface. A digital repository interacts with systems for delivery of content and metadata for end user access.
         Digital Resource -- Digitally encoded information which forms a logically meaningful unit that is deposited with an archive and what the users may access from the archive. For example, an image, or a table from a database. A digital resource may form a separate physical unit (a ‘file’ in IT terms), or it may be formed of several files. A digital resource may consist of digital objects.
         Digital Rights Management -- Technology that controls the usage of digital content or devices that provide access to that content. Digital rights management usually restricts or prevents users from accessing, copying, converting, and/or distributing digital files without permission.
         Digital Signature -- Information which, using cryptographic techniques, provides guarantees of the authenticity and/or reliability and/or authorship of a data resource. Alternative: A digital mark that has the function of a signature in, is attached to, or is logically associated with a record, and is used by a signatory to take responsibility for, or to give consent to, the content of the record. See also: Encryption, Check-sum.
         Digitized -- Information created on paper or other non-digital media that has been transformed to digital. For example, audio, video, and film.
         Directory -- Collections of files are stored in directories. These collections of files are often related to each other; storing them in a structure of directories keeps them organized.
         Dissemination Format -- A format used to present a digital resource to a user who has requested it. See also Access Format, Preservation Format.
         Dissemination Version -- A version created from the original version of a data resource for dissemination to users. In OAIS terms, the Dissemination Information Package that the user receives, may be derived from one or more Archival Information Packages. See also: Original Version, Preservation Version, User.
         Documentation -- All the material that provides information and guidance on how to interpret the contents of a digital resource, and which describes its contents, provenance, structure and other attributes. Information needed to permit access and retrieval of data resources. See also: Cataloging, Metadata.
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         Edeposit (electronic deposit) -- Copyright deposit of digital resources into the Library’s digital repository.
         E-mail spoofing -- Forging an e-mail header to make it appear as if it came from somewhere or someone other than the actual source.
         Encoded Archival Description (EAD) -- A standard for a set of codes that define the structures and/or formats of electronic finding aids. EAD finding aids can be accessed and searched on the Web. EAD is based on Extensible Markup Language (XML).
         Encryption -- The process of encoding messages, including electronic data, for security purposes. See also: Digital Signature, Check-sum.
         End User -- Persons with a need to make use of content or metadata. End Users can be contrasted with System Users.
         Enterprise Architecture (EA) -- A framework that defines how information and technology will support the business operations and provide benefit for the business. It illustrates the organization’s core mission, each component critical to performing that mission, and how each of these components is interrelated. It focuses on defining the standards and guidelines for achieving an agreed-upon target state. It is a planning tool, technique, mind set, and guide for implementation of IT solutions.
         Enterprise Servers -- Servers that host one or more applications for the entire LC or for more than one Service Unit/Enabling Infrastructure or Directorate.
         Enterprise-wide Systems -- An assembly of elements including at least computer hardware and usually also computer software, data, procedures, and people, so related as to behave as an interacting or interdependent unit.
         Extensible Markup Language (XML) -- An international standard for encoding complex data structures and formats for a wide variety of digital materials. Programmers can develop different sets of XML code definitions (sometimes called schemas) for specific resource types (e.g., molecular data, electronic journal publications, and glossaries, to name a few). If programmers use the same schema for a resource type, that resource will be cross searchable with others like it. For example, several online economics journals that are encoded using the same XML schema could be cross searched by users.
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         Fast Dump Restore (FDR) -- An Innovation product used by the Library to backup and restore DASD volumes connected to our Mainframe Server.
         Federal Information Processing Standard (FIPS) -- Under the Information Technology Management Reform Act (Public Law 104-106), the Secretary of Commerce approves standards and guidelines that are developed by the National Institute of Standards and Technology (NIST) for Federal computer systems. These standards and guidelines are issued by NIST as Federal Information Processing Standards (FIPS) for use government-wide. NIST develops FIPS when there are compelling Federal government requirements such as for security and interoperability and there are no acceptable industry standards or solutions.
         File -- A file is a collection of data that can be read from or written to, a logical assembly of data stored within a computer system. Alternative: Set of data held on computer, given single identifier and treated as a unit. Files can be grouped into folders.
         File Compression -- Reduction of file size for storage, processing and transmission.
         File Format -- An attribute of a file which describes its encoding. Alternatives: The organization of information for storage, printing, or displaying. The specification of how the bits stored in a file should be interpreted. For example, .msg, .pdf, TIFF v6, JPEG 2000, Microsoft Word 7.0. See also: File, Access Format, Dissemination Format, Preservation Format.
         File system -- As defined for Unix, file systems consist of groups of directories and the files within the directories. File systems are commonly represented as an inverted tree. The root directory, symbolized by the slash (/) symbol, defines a file system and appears at the top of a file system tree diagram. Directories branch downward from the root directory in the tree diagram and contain files and/or subdirectories. Branching creates unique paths through the directory structure to every object in the file system. With slight variations this definition can be applied to NT and Mainframe servers.
         Finding Aids -- Reference material such as catalogues, lists and indices providing information on the data resources held by an archive. See also: Catalogue, Resource Discovery Metadata.
         Fixity Information -- The information which documents the authentication mechanisms and provides authentication keys to ensure that the Content Information object has not been altered in an undocumented manner. See also: Check-sum, Digital Signature.
         Freeware -- Copyrighted software given away for free by the author. Although it is available for free, the author retains the copyright, which means that you cannot do anything with it that is not expressly allowed by the author. Usually, the author allows people to use the software, but not sell it.
         Functional Requirements --A statement of a piece of required functionality or a behavior that a system will exhibit under specific conditions. Sometimes called “behavioral requirements”, these are the traditional “shall” statements: “The system shall email a confirmation to the user.” Functional requirements are the lowest level of requirements and are used by the engineering/development staff to construct the system.
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         General Support System -- An interconnected set of information resources under the same direct management control that shares common functionality. A system normally includes hardware, software, information, data, applications, communications, and people. A system can be, for example, a local area network (LAN) including smart terminals that supports a branch office, an agency-wide backbone, a communications network, a departmental data processing center including its operating system and utilities, a tactical radio network, or a shared information processing service organization (IPSO).
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         Hardcopy -- Documentation and data resources in physical formats (e.g., paper) capable of being read without the assistance of a technical device.
         Harvest -- An automated process for collecting new and updated metadata or content from a variety of targeted sources.
         Hoax -- A chain letter that usually spreads a false virus warning.
         Holdings -- The whole of the archival material and collections in an archives. See also: Collection, Data Resource.
         Host -- A computer or other device with a local-area network interface attached to the LC data network, running the TCP/IP communication protocol.
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         Identifier -- A string that uniquely identifies an object within an identification scheme.
         Identifying Information -- Information that uniquely identifies an individual. This must consist of one or more of the following items: ID number from a Driver’s License, Passport or financial account.
         Information Architecture – 1) The structural design of shared information environments; 2) The combination of organization, labeling, search, and navigation systems within web sites and intranets; 3) The art and science of shaping information products and experiences to support usability and findability; or 4) An emerging discipline and community of practice focused on bringing principles of design and architecture to the digital landscape.
         Information Discovery -- Strategies and methods of finding information.
         Information Leakage -- Information not associated with the business function of a system that is generated by the system. Attackers commonly use this type of information to compromise systems. Common examples include software versions and the existence of a particular user account.
         Information Owner (IO) -- The individual with budgetary and organizational responsibility for the data contained in an IT system.
         Information Retrieval -- The process of searching or browsing that match a query and retrieve the results.
         Information Security Classification -- The level at which a system must be protected based on availability, Confidentiality, and Integrity requirements of the system as described by the system owners.
         Information Systems Security Officer (ISSO) -- The ISSO performs the operational information security aspects related to one or more IT systems. The responsibilities apply equally to primary and backup ISSOs. ISSOs are responsible for ensuring that management, operational and technical controls for securing IT systems are in place and followed.
         Information Technology -- Any equipment or interconnected system or subsystem of equipment, used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by the Library. This includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.
         Information Technology Security -- Protecting information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide Integrity (guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity), Confidentiality (preserving authorized restrictions on access and disclosure, including means for protecting personal privacy and proprietary information) and Availability (ensuring timely and reliable access to and use of information).
         Ingest -- The process through which digital objects are added into a digital repository. The digital objects may undergo quality assurance review processes and transformation in preparation for being stored in a digital repository.
         Institutional Repository -- A digital repository that holds materials generated by a single institution, usually a research institution such as a university or the Library of Congress. An institutional repository is accompanied by services that facilitate the ingestion, management, dissemination, and longterm preservation of digital materials of all types produced by the institution.
         Integrated Library System (ILS) -- A system that integrates modules for various library functions, such as online public access, item processing and tracking, acquisitions, cataloging, circulation, and interlibrary loan, into one automated system. The Library uses a proprietary, enterprise ILS called Voyager that is owned and maintained by Ex Libris.
         Integrity -- The condition achieved when a digital object is not altered in any way in handling, storage or transmission. See Fixity Information.
         Intranet -- See LC Internal Data Network
         IT Security -- The combination of physical, personnel security, administrative, and technical measures applied to protect Library of Congress automation assets, systems, and data from loss, destruction, misuse, alteration, or unauthorized disclosure or access.
         IT Security Awareness Training (ITSAT) -- IT Security Awareness Training presents a core set of IT security terms and concepts and relates them to Library of Congress policies and procedures. The objective of this training is to provide an understanding of IT security basics and the ability to apply them.
         IT Security Program Manager (ITSPM) -- The ITSPM manages the IT security program for a Service or Infrastructure unit. This individual is responsible for overseeing all IT security activities within the Service or Infrastructure unit. Moreover the ITSPM is responsible for reporting on IT security activities on behalf of the Service or Infrastructure unit.
         IT System -- A discrete set of Information Technology resources organized expressly for the collection, processing, analysis, maintenance, sharing, dissemination, or disposition of information.
         ITS Operated and Maintained Platforms -- Resources (data, application, or system) maintained on ITS servers with an ITS staff member serving as system administrator.
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         J2EE -- The Java 2 Enterprise Edition architecture refers to a set of Java-based standards used in developing enterprise applications. See http://java.sun.com/javaee/index.jsp for more information.
         JBOSS -- An open-source J2EE application server. See http://www.jboss.com for more information.
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         LC Data Network (LCDN) -- Any local-area network (Ethernet, token-ring, etc.) installed in LC buildings or facilities and connected to other local networks by data switches and routers. The set of all these LANs, switches, and routers is also referred to as the “LC intranet”. The LC Data Network includes all LC owned and operated equipment, including the LC Internet, the LC DMZ and remote VPN connections.
         LC Information Technology (IT) System -- Any Major Application or General Support System. It is recommended to group related subsystems together into General Support Systems or Major Applications so long as the resulting system does not depart from the definition of the IT System type. Subsystems are considered to be part of the IT System, but are still required to comply with IT Security Directives where a particular subsystem contains information security controls (e.g., authentication on an Oracle database). Workstation based applications are considered to be part of the Office Automation General Support System.
         LC Internal Data Network (LC Intranet) -- The sections of the LC Data Network utilized for non-public IT systems. The set of all these LANs, switches, and routers is also referred to as the “LC Intranet”. The LC Intranet does not include the reading rooms or the LC Wireless Network.
         LC Wireless Network (LCWN) -- All equipment utilized to provide access to Library IP networks via wireless technology. Wireless devices are not considered part of the LC Wireless Network.
         LC-Issued Workstation -- A standardized laptop or desktop computer, owned by the LC, compliant with all LC directives and guidance, that has been issued to an employee for either offsite work or telework.
         Legacy System -- An old application software that is continued to be used (e.g., because the cost of replacement or redesign is high). Alternatives: Previous generation or version of a system and its contents (legacy data) which needs special treatment to make it usable in a current IT environment.
         Lifecycle / Life-cycle Concept -- The progression of content information through a series of phases. A concept that draws an analogy between the life of a biological organism, which is born, lives and dies, and that of a digital resource, which is created, used and then disposed of or transferred to an archives. See also: Digital Resource.
         Local Area Network (LAN) -- The portion of the LC data network that is closest to the host, consisting of the wiring between the computer and a data communication switch located in a nearby building wiring closet.
         Long-term -- A period of time long enough for there to be concern about the impacts of changing technologies, including support for new media and file formats, and of a changing user community, on the information being held by an archive. See also: Digital Preservation.
         Lots of Copies Keep Stuff Safe (LOCKSS) -- An open source system developed at Stanford University that enables libraries to preserve and make available their own copies of published electronic content. Libraries that participate in LOCKSS retain exact copies on their own servers of Web content made available by publishers. Users continue to access this content directly through the publishers’ Web pages unless those pages become unavailable, either for technological or business reasons (e.g., a publisher goes out of business). In that case the user is provided seamless access to the electronic copy preserved on an institution’s server. Multiple institutions can preserve the same electronic materials for the sake of redundancy; hence “Lots of Copies.” An international group of libraries and publishers participate in LOCKSS. (See also CLOCKSS.)
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         Machine Readable Cataloging Record (MARC) -- A bibliographic record that can be read and interpreted by a computer. The record includes a description of the cataloged item, main entry and added entries, subject headings, and the classification or call number for the item. MARC records often contain much additional information. Using the MARC standard for cataloging prevents duplication of work, enables libraries to acquire cataloging data that is predictable and reliable, and allows libraries to better share bibliographic resources.
         MARC 21 -- The most recent iteration of the MARC format. When the Library began to use computers in the 1960s, it devised the LC MARC format, a system of using brief numbers, letters, and symbols within the cataloging record itself to mark different types of information. The original LC MARC format evolved into MARC 21 and has become the standard used by most library computer programs. The MARC 21 bibliographic format, as well as all official MARC 21 documentation, is maintained by the Library and published as MARC 21 Format for Bibliographic Data.
         Major Application (MA) -- An application that requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application. Major applications are typically server based, being accessed by some type of remote client, not protected by controls provided by the underlying General Support System, accessible via the network, and have their own authentication mechanism.
         Malicious Code -- See Malware
         Malware -- Programs that are intentionally designed to perform some unauthorized (and often harmful or undesirable) act such as viruses, worms, and Trojans.
         Metadata -- Data about data. Specifically, metadata is structured, encoded information that describes various aspects of digital resources or digital resource collections so that users can locate, search, and carry out other activities related to these materials. Metadata includes data associated with either an information system or an information object for purposes of description, administration, legal requirements, technical functionality, use and usage, and preservation. The types of metadata are: administrative, descriptive, preservation, rights, and structural and are not mutually exclusive. See also: Preservation Metadata, Resource Discovery Metadata, Documentation.
         Metadata Authority Description Schema (MADS) -- A set of XML code definitions for an authority element set that may be used to provide metadata about agents (people, organizations), events, and terms (topics, geographics, genres, etc.). MADS has been developed by LS’ Network Development and MARC Standards Office.
         Metadata Encoding and Transmission Standard (METS) -- The METS schema is a standard for encoding descriptive, administrative, preservation, rights, and structural metadata regarding objects within a digital library, expressed using the XML schema language.
         Metadata Harvesting -- The automated gathering of metadata from different digital repositories so that it can be made accessible through a single interface. Repositories must make their metadata available in a specific format defined by the harvester in order to participate in a metadata harvesting initiative.
         Metadata Object Description Schema (MODS) -- An XML schema for encoding bibliographic descriptions developed by the Library’s Network Development and Standards Office.
         Migration -- The conversion of data resource from one hardware/software configuration or generation to another. This is generally done to minimize the risk of information loss caused by software or hardware obsolescence. It may involve new generations of hardware/software and/or moves to different hardware/software.
         Minor Application -- An IT system that relies upon controls provided by the underlying General Support System or Major Application upon which it operates.
         Minor Application C&A -- A C&A effort focused on determining and documenting a Service or Enabling Unit’s Minor Applications and security controls implemented in the applications rather than relying solely upon the underlying General Support System. The Minor Application C&A is performed per Service or Enabling Unit. A Service or Enabling Unit may choose to break Minor Applications into multiple Minor Application C&A, though it is not intended that there be a separate C&A per Minor Application.
         Mobile Computing -- The use of a system to access any LC resources from a location not directly connected to the LC internal data network. This includes connections over the Internet to publicly accessible resources and Virtual Private Network (VPN) connections to the LC internal data network.
         Multipartite Virus -- A virus composed of several parts – a virus that infects master boot records, boot sectors, and files. Every part of a multipartite virus needs to be cleaned away, to give assurance of non-infection.
 N
         National Security Information -- Information or material that is owned by, produced for or by, or under the control of the United States Government that relates to U.S. national defense or foreign relations and that has been determined by Executive Order to require protection against unauthorized disclosure, and is so designated (per LCR 1911).
         National Security System -- Any information system (including any telecommunications system) used or operated by the Library or by a contractor of the Library, or other organization on behalf of the Library; the function, operation, or use of which involves intelligence activities; involves cryptologic activities related to national security; or is protected at all times by procedures established for information that have been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept classified in the interest of national defense or foreign policy.
         Navigation -- Finding your way around a system, site or a page.
         Non-Standard Devices -- Any electronic equipment or peripheral that has not been formally requested with a sound business requirement, tested, and approved for use.
 O
         Offline (storage) -- Storage that is not linked to a live/on-line system and which, therefore, takes some time to access.
         Offsite (storage) -- Sufficiently distant from a location to be unlikely to be affected by a disaster which affects the location.
         Offsite Work -- Refers to situations where an employee has been approved for intermittent or episodic offsite work in response to LC needs, (e.g., systems support, travel, special assignment, reasons of business continuity, etc.), or in response to an employee's special request, (e.g., health needs).
         On-line (storage) -- Storage that is linked to a live/on-line system and that allows immediate retrieval of data resources.
         Open Archives Initiative (OAI) -- OAI develops and promotes standards that enable the dissemination of digital resources by making metadata and content interoperable. One widely adopted OAI standard is the OAI Protocol for Metadata Harvesting.
         Open Archival Information System (OAIS) -- An archive, consisting of an organization of people and systems, that has accepted the responsibility to preserve information and make it available for a Designated Community. The term ‘open’ in OAIS is used to imply that its reference model and standards are developed in open forums, and it does not imply that access to the archive is unrestricted.
         Open Archival Information System (OAIS) Reference Model -- A conceptual framework and reference tool for defining a digital repository. It provides a model of the environment, functions, and data types for implementing a digital repository.
         Open Archives Initiative Protocol for Metadata Harvesting (OAI-PMH) -- OAI-PMH provides an application-independent interoperability framework based on metadata harvesting, enabling service providers to make web service requests to harvest provided metadata.
         Open Source -- A licensing model for the distribution of software in which its source code is made available openly for use and/or development by anyone. Open source software is usually made available at no charge.
         Operating Environment -- All the hardware and software that is needed to run a digital resource.
         Operating System Access Control List (ACL) -- List based access controls (or ACLs) are the simplest mechanism of access controls. ACLs are based on a list of allowed users or groups for a specific function.
         Operating System Access Control User/Group/Other Permissions (UGO) -- UGO permissions control access privileges in terms of user/group/other categorizations and file accesses. Any one user can be a member of one or more groups. File permissions of read, write, and execute are assigned individually to "owner", "group", and "other", where other is any authenticated user. This is one of the most basic and least flexible methods of restricted access. It is also known as the POSIX.1 security control.
         Operating System Role-Based Access Controls (OS-RBAC) -- OS-RBACs extend the concept of ACLs by creating generic roles. These generic roles have a set of defined rights within each defined group. Users are associated with the "role" they assume.
         Oracle -- An enterprise relational database used by the Library of Congress.
         Original Version -- The original deposited data resource that is preserved by the Service Provider without any changes or alterations to the content. See also: Preservation Version, Dissemination Version.
 P
         Persistent identifier -- A character string associated with the resource which will remain the same regardless of where the resource is located, allowing links to it to continue to work and for the item to be searched and retrieved even if it is moved to a different database or Web site. See Identifier.
         Personally Identifiable Information (PII) - Information about an individual that identifies or could be used to identify the individual.
         Personnel Security -- A program that determines the sensitivity of positions, establishes investigative requirements, directs the completion of prescribed investigations, and determines the suitability of individuals who participate in the design, development, operation, or maintenance of automated information systems or who have access to such systems.
         Physical Security -- The combination of devices that bar, detect, monitor, restrict, or otherwise control access to Library space and refers to the measures to protect a facility that houses automation assets and its contents from damage by accident, malicious intent, fire, loss of utilities, environmental hazard, and unauthorized access.
         Policy Based Access Controls -- Policy-based access control is a strategy for managing user access to one or more systems, where business classification of users is combined with policies to determine what access privileges a user should have. Theoretical privileges are compared to actual privileges, and the differences are automatically applied to managed systems.
         Polymorphic Virus -- A virus which changes itself (mutates) as it passes through host files, making disinfection a serious challenge.
         Preservation -- See Digital Preservation
         Preservation Copy -- A copy made and used to preserve the intellectual content of a digital resource.
         Preservation Format -- A format chosen for preservation purposes. See also: Access format, Dissemination format.
         Preservation Metadata -- The information necessary to carry out, document, and evaluate the processes that support the long-term retention and accessibility of digital content. It documents the technical processes associated with preservation, specifies rights management information, establishes the authenticity of digital content, and records the chain of custody and provenance for a digital object. See also: Metadata, Documentation.
         Preservation Strategy -- Coherent set of objectives and methods for maintaining digital components and related information over time, and for reproducing the related authentic data resources. See also: Digital Preservation, Migration, Copy.
         Preservation Version -- The preservation version is intended to guarantee the long-term survival of the deposited digital resources. When creating the preservation version, the AHDS Service Provider may convert the original version files to new file formats that are suitable for long-term preservation. See also: Original Version, Dissemination Version.
         Process Instance -- An instance of a business process. At any point in time, the process is in a particular state, such as “waiting for activity X to complete” and contains the business data accumulated by the process to that point in time.
         Producers -- The people, organization, or systems that deposit/submit content information to a digital repository.
         Proprietary -- A file format that is privately owned and controlled, the specifications are generally not open.
         Prototyping -- The process of building a model of a system. Prototypes are employed to help system designers build an information system that is intuitive and easy to manipulate for end users. It is an iterative process that is part of the Analysis phase of the systems development life cycle. Prototyping comes in many forms - from low tech sketches or drawings to high tech operational systems.
         Public Access -- Any access to Library resources utilizing non-Library owned equipment. This applies to staff and non-staff regardless of the purpose, including a staff member using a personal PC at the Library or a vendor demonstrating with company equipment.
         Public E-Authentication (PEA) Function -- The supporting hardware and software of a Public E-Authentication System that specifically supports the Public E-Authentication functionality.
         Public E-Authentication (PEA) System -- An IT system which the Library uses to provide a service to the general public, where specific citizen user identities must be established and maintained. PEA systems have aspects that are not considered PEA functions, such as the system administrator of the PEA system. Publicly accessible web site, such as the Library’s web page are not considered PEA systems, since there is no reason to establish and maintain identities. Services provided to other government agencies and business partners are not considered PEA systems.
 R
         Refresh -- The process of copying digital resources from one storage medium to the same storage medium. This is generally done to minimize the risk of information loss caused by media degradation.
         Removable Media -- Disks, CDs, Zip disks, floppies.
         Render -- The process of producing a rendition.
         Render Dissemination -- Process to convert any coded content to the required format for display or printing. Although the term is typically used to refer to images, it may refer to any data.
         Rendition -- The manifestation of a digital object presented (i.e., rendered) to which a user can refer. This may include on-screen display, printed and audio and multimedia presentations.
         Replication Mechanism -- A mandatory part of every virus and worm. If it doesn't have a replication mechanism, it’s by definition not a virus or worm.
         Repository -- See Digital Repository.
         Resource Discovery Metadata -- The catalogue and index record component of a collection. See also: Cataloging, Metadata, Documentation.
         Rights Metadata -- Information about the access to and use of materials. Its purpose is to protect the rights of creators while still allowing legitimate use of their creations. See Metadata.
         Risk Management -- Regular assessment of threats to and vulnerability of an automated Library system or installation.
         Rotation of Duties -- Having more than one individual perform a task at some interval to prevent inappropriate activities. Rotation of duties can be accomplished by having a backup for each role and ensuring that the backup performs the activity at some interval, regular or irregular.
         RSS feeds -- RSS is an XML format that is used to send syndicated information on the Internet from Web sites to users. RSS feeds are the information (usually in textual form) that users receive through subscriptions, which are typically free. Users subscribe to and access the feeds through a free RSS reader. Readers might be Web based or require a software download. RSS content can come from such Web resources as newspapers and blogs.
         Rules Based Access Controls (RBAC) -- Rules-based access control is a strategy for managing user access to one or more systems, where business changes trigger the application of rules, which specify access changes. For example, when a user is hired (business change), he may automatically get some default system access, such as network and e-mail accounts. Alternately, when a user is terminated, business rules may specify that all of his accounts should be disabled.
 S
         Safeguards -- Methods, controls, or countermeasures that act to detect, prevent, or minimize loss associated with the occurrence of a specified threat or category of threats.
         Scan Engine -- Uses DAT files to detect threats/viruses.
         Search -- To employ querying syntaxes for information discovery.
         Search/Retrieve via URL -- A Web based search and retrieval protocol in which an index on a remote computer is searched by placing the search terms in a URL that is sent to the remote index. The retrieved information returned is in XML format that is converted to HTML on a Web browser for easy viewing by the user. The Library has been leading in the development of this protocol.
         Secure Hashing Algorithm (SHA) -- A series of four hash algorithms (SHA-1, SHA-256, SHA-384, SHA-512) that, for a given algorithm, it is computationally infeasible 1) to find a message that corresponds to a given message digest, or 2) to find two different messages that produce the same message digest. Any change to a message will, with a very high probability, result in a different message digest. This will result in a verification failure when the secure hash algorithm is used with a digital signature algorithm or a keyed-hash message authentication algorithm.
         Security -- Techniques and practices that preserve the integrity of systems (e.g., digital repository systems and data (e.g. digital collections). Techniques to keep out malicious and non-malicious corruption and use of repository information.
         Security Boundary -- The security boundary for an application hosted by ITS should be the application elements and the data. Applications hosted externally include the underlying operating system, hardware and hosting site security within their security boundaries. A security boundary typically extends no further than the budgetary authority of the Designated Accrediting Authority.
         Security Plan -- A compilation of automated and/or manual controls that describe how a system implements the requirements set forth in a Security Policy.
         Security Policy -- The documented rules that describe the levels of security required to safeguard a system based on the maximum Information Security Classification the system supports.
         Security Posture -- The documented security state of a system at the point in time of Certification and Accreditation.
         Security Requirement -- An identified computer security need.
         Semantic Web -- A predicted, future version of the Web in which Web content is classified in such a way that computers can interpret its meaning. A semantic Web would enable users to locate, search, and retrieve widely disparate resources that deal with the same subject by using automated tools. A number of collaborative working groups are working on specifications to develop a semantic Web.
         Sensitive Information -- Per the Computer Security Act of 1987 (Public Law 100-235), the term 'sensitive information' means any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria established by an Executive order or an Act of Congress to be kept secret in the interest of national defense or foreign policy
         Separation of Duties -- Dividing roles and responsibilities so that a single individual cannot subvert a critical process.
         Server -- Computer configured with the intention and purpose of regularly providing data or processing services including e-mail (SMTP), web hosting (HTTP), file sharing, or other services to other computers (clients) via the network. Servers tend to be larger computers with multiple processors, large memories, large disk subsystems, redundant power supplies, redundant network interface cards and attached to a Uninterruptible Power Supply (UPS) on a backup generator, in a secure area with the appropriate environmental controls.
         Service -- A business function provided by a server or group of servers. An example is a cluster of web servers providing the public web site.
         Service Level Agreement -- A signed, written agreement between a Service Unit/Enabling Infrastructure and ITS defining the roles and responsibilities of each party pursuant to a specific hosted application.
         Service Unit Liaison -- An individual with technical expertise who represents and supports a specific Library Business Group. Also known as Automation Liaison.
         SFX -- Software owned and maintained by Ex Libris that provides links among various electronic Library resources, such as the online public access catalog, online full text articles, and other licensed and free online resources. This context sensitive linking provides end users with access to information across all components of an electronic resource collection.
         Shareware -- Software distributed on the basis of an honor system. Most shareware is delivered free of charge, but the author usually requests that you pay a small fee if you like the program and use it regularly. By sending the small fee, you become registered with the producer so that you can receive service assistance and updates. You can copy shareware and pass it along to friends and colleagues, but they too are expected to pay a fee if they use the product.
         Signature -- A series of letters and numbers within the code of a virus, which are unique.
         Signature File -- A database of various virus signatures; the reference used to compare found strings during the disinfection of a computer. Signature files are called a variety of names including the ever-popular DAT file update. It is important to have updated signature file updates that will provide the best possible protection available to date.
         SKOS -- Simple Knowledge Organization System. The common protocol for accessing Web resources. SKOS is a vocabulary for the basic structure and content of thesauri, classification schemes, etc.
         Social Engineering -- An attacker’s use of psychological tricks on legitimate users of a computer system, in order to obtain information he or she needs to gain access to the system (e.g., pretending to be a legitimate user.)
         Sponsor -- An executive level Service Unit/Enabling Infrastructure manager authorized to make requests for the services and assistance of ITS.
         Spoofing -- In networking, the term is used to describe a variety of ways in which hardware and software can be fooled. (See also E-mail spoofing.)
         Spyware -- Unwanted software, often installed without the user’s knowledge, which may invade privacy by tracking web habits, presenting advertisements (sometimes called adware), and even stealing passwords. Also called adware, pestware, malware, scumware, thiefware, parasites, etc.
         SSL-VPN -- A VPN based on Secure Sockets Layer technology, allowing employee-owned workstations to access selected LC resources.
         Staff Access -- Any access to Library resources by Library staff (employees, contractors, volunteers, etc.) utilizing Library owned equipment.
         Standard Operating Procedure (SOP) -- A repeatable, consistent process for utilizing and/or managing an information system.
         Stealth Virus -- A virus that hides itself by intercepting disk access requests. When an anti-virus program tries to read files or boot sectors to find the virus, the stealth virus feeds the anti-virus program a clean image of file or boot sector.
         Structural Metadata -- Technical information needed to present resources on computer screens, printers, and other digital devices and includes such things as file size, file name, internal structure of parts, and sequencing. This is the delivery/display/rendering information for the distribution or dissemination of digital objects. See Metadata.
         Submission Session -- A delivered set of media or a single telecommunications session that provides data resources to an archive. The Submission Session format and contents are based on a model negotiated between the archive and the depositor in the Submission Agreement. See also: Accession, Deposit.
         System Account -- An account solely utilized to operate the IT system. End users never log in and interact with the system using these system accounts.
         System Administrator -- An operational role that configures and maintains a particular system. This is not an IT security specific role. System Administrators include anyone with administrator, root or other superuser operating system privileges on any Library system other than a Library of Congress workstation.
         System Development Life Cycle (SDLC) -- Consists of five phases spanning the duration of a system: initiation, development/acquisition, implementation, operation, and disposal.
         System Interconnection / Information Sharing -- System interconnection refers to the direct connection of systems for the purpose of sharing information resources. If interconnected systems are not appropriately protected, the result may be a compromise of all connected systems and the data stored, processed, or transmitted.
         System Owner (SO) -- The individual with budgetary and organizational responsibility for the IT system
         System Password -- The password associated with a system account.
         System Permissions -- The ability to view, add, change, or remove hardware, software, or data resources on a system.
         System User -- Persons assigned to ingest, administer, manage, preserve, and access objects and their supporting information and structures in a designated system (e.g., digital repository).
 T
         Task -- A task directs a person to perform a human activity in the business process.
         TCP/IP -- Transmission Control Protocol/Internet Protocol, the set of rules and formats for data transmission used on the Internet and on the LC data network.
         Telework -- Presently a pilot project where staff can work from home on a regular basis one or two days a week.
         Text Encoding Initiative (TEI) -- A specific set of XML tags that is used to encode texts that are in digital form. The Text Encoding Initiative has been developed primarily for use with humanities, linguistics, and social science texts.
         Thesaurus -- A controlled and structured vocabulary of keywords showing synonymous, hierarchical and other relationships and dependencies.
         Time Bomb -- Destructive action triggered at some specific date or time.
         Transformation -- Process performed on a digital object that results in one or more new digital objects that are not necessarily bit-wise identical to the source digital object. Examples of transformation include data migration (periodic transformation) and normalization (standardizing transformation). See Conversion.
         Transport Level Security (TLS) -- TLS is a protocol created to provide authentication, confidentiality and data integrity between two communicating applications. TLS is based on a precursor protocol called “The Secure Sockets Layer Version 3.0” (SSL 3.0) and is considered to be an improvement to SSL 3.0. See NIST SP 800-52 for more information.
         Triple Data Encryption Algorithm (TDEA) -- An older encryption algorithm. See NIST SP 800-67 for more information on the modes still acceptable.
         Trojan Horse -- A program that either pretends to have, or is described as having, a set of useful or desirable features, but actually contains a damaging payload. Most frequently, the usage is shortened to "Trojan". Trojan Horses are not technically viruses, since they do not replicate.
 U
         Understandability -- The inherent readability and integrity of content information.
         Uniform Resource Locator (URL) -- The address of a file or Web site on the Internet.
         User -- Any administrative unit or individual that requires access to Library automation assets, systems, or data to accomplish an official Library mission or purpose. Alternatives: Anyone who needs, uses or benefits from the data resources held by an archive. The role played by those persons or client systems who interact with an archive to find preserved data resources of interest. In the OAIS terminology User is the same as Consumer.
         User Account -- An account used by a single individual to log in and interact with an IT system.
         User-Friendly -- Computer software or hardware that is simple to set up, run and use.
         User Password -- The password associated with a user account.
         User Requirements -- User goals or tasks that users must be able to perform with a system, or statements of the user’s expectation of system quality. Valuable ways to represent user requirements include use cases, scenario descriptions, and event-response tables.
V
         Validation -- Quality assurance performed by checking the contents of a file or a digital resource at the time of deposit or creation of preservation and/or dissemination versions.
         Variant -- A modified version of a component which includes all the information content of the original component but which differs by some attribute(s) other than unique identifier. For example, a variant may have a different format, or it may feature the removal of a digital watermark. See also: Copy.
         Version -- One of two or more forms in which a data resource is stored. See also: Original Version, Preservation Version, Dissemination Version.
         Virtual Private Network Connection (VPN) -- A connection from a LC-issued workstation to the LC VPN gateway, allowing the LC-issued workstation to act as a node on the internal LC data network.
         Virus -- A computer program that or code that is loaded (e.g., transferred) without user knowledge, runs without instruction and replicates by attaching itself to another object. Any computer instruction, information, data or program that destroys, damages, degrades or adversely affects the performance of a computer resource by attaching itself to another computer resource and operating when a program, data or instruction is executed or some other event takes place in that computer resource. Alternative: A computer program that is transferred to one or more computers with the intention of corrupting or wiping out information in the recipient computer.
         VPN Gateway -- The security device that allows LC-issued workstations to establish a secure connection to the LC internal data network from an external network, such as the Internet.
 W
         Web Services -- Web based technologies (as opposed to software that must be downloaded onto a computer) that allow organizations to exchange, integrate and manipulate large amounts of data over the Internet using different applications. These technologies are standards based in order to facilitate interoperability between applications.
         Wireless Access Point -- A device for interfacing wireless communications to a wired IP data network. This includes repeaters, antennas, etc.
         Wireless Device -- A computer or other device (Personal Digital Assistant, Smart Phone, etc.) designed to communicate via a wireless network protocol.
         Wireless Network Protocol -- A standard method of transmitting data using radio frequencies. Examples of applicable standards are 802.11b, and 802.11g.
         Workflow -- The set of relationships between all the activities in a project from start to finish.
         Worm -- A virus that spreads by creating duplicates of itself on other drives, systems, or networks. A computer program that replicates independently by sending itself to other systems.
 X
         XML DataStore -- A project to aggregate MARC and nonMARC metadata into a single standards based data store by using XML databases. The DataStore is a foundation to allow LS to provide seamless access to its collections.
 Z
         Z39.50 Information Retrieval Protocol -- An older protocol for searching and retrieving information from external databases before the expansion of Web based search and retrieval.
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